Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER — 6 EXAMINATION — Summer-2026

Subject Code: 4361601
Subject Name: Cyber Security and Digital Forensics
Time: 10:30 AM TO 01:00 PM

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.
Figures to the right indicate full marks.

Use of simple calculators and non-programmable scientific calculators are permitted.
English version is authentic.
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Define 1) Authentication 2) Nonrepudiation 3) Reliability
U 1Rl 520 1) w1 [232Ue1 2) ollo13R)(SA 21t 3) a1 (w (6]

Write short note on CIA Triad.
CIA 214S UR gsellt qud),

Explain working of Private and Public key Cryptography with suitable example.

Ulgde A uleds sl (5Ll ALsle] sid 419U GelewL Y18 uuexd).
OR

Explain MD5 Hashing with suitable example.
MD5 &(Ridlal 419y BeleL A1 qHetdl.
What is Firewall? Why do we need Firewall?

$14d1d Q) B L HIS WUl slUd1EeA] %02 B2

Give brief idea about Pretty Good Privacy.
Y121 95 wieadl (ARl (et wLe(SUL w ).

What is SSL? Explain working of Transport Layer Security.
SSL 2} 87 21s4Ule QU KA R2NA] 511]13] Anostdl.

OR
What is Proxy Server? Why do we need Proxy Server?
1l AR ) 872 211 HIR AU WL UdRef] 262 B2

Write short note on IPSec.
IPSec UR &5elltl quil.

Define HTTPS. Explain working of HTTPS with suitable diagram.

HTTPS clUALRld 53, A1 SIUIAM ¥4I HTTPS of 512 YHd).

Define: 1) Cyber Crime 2) Cyber Criminal 3) Cyber Terrorism
AL 520 1) HRUMR SITH 2) HIUMR [5[Hedd 3) UR—IGR 2R

Describe Social Engineering Attack and Online gambling in detail.

A (21Ag A (= (AU Rl 02 5 2 3ot el 165e 10 (A of (AR Aot 53).

Discuss in detail about challenges and prevention of Cybercrime.
ARG 516UAL USSR A ARl (@) [Qldd R UL 521,

OR
Define: 1) Salami Attack 2) DDOS Attack 3) Logic Bomb
U uAL R 52): 1) HaHl 125 2) SISIH A2 s 3) dl[s ol

Describe Credit Card Fraud and Software Piracy in detail.
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352 51S DTS e A1 52A2 UIA e, (AR dlet 53).
Discuss Section 66 and Section 67 of IT Act, 2008.
2182l W52, 2008¢1l SGH 66 vl 564 67(] AU 5.
Define: 1) Attack 2) Threat 3) Vulnerability

U uALRd 52): 1) W25 2) Ao 3) deiR (w2l

List out and explain steps of Hacking.

&[53151 Wl is{] ALE] tetld] el AU

List out and explain any five basic commands of Kali Linux.
s16l (@l s¥etl SISURL U A [55 sHIeSY ol YR letld] el YHCl.
OR
Define: 1) Brute force Attack 2) Phishing Attack 3) Injection Attack
w1 [Rd 53: 1) w2 S1f W25 2) (52001 W25 3) FoBsAel W2s
List out and explain steps of Vulnerability Scanning Process.
deR (W12 3[4t lsUlell uad el YR delld) W M4l

Define and explain the mechanism of Sniffing.
(Ret (52 Ueg (el cUlu LA 520 W UHd).

Write short note on Digital Forensics.
(S[es2d S1A5U UR &5t qu).
Discuss in brief about Network Forensics and Database Forensics.
A2d5 513154 U 32 SRS (A2 2sHi uAUl 5.
Write down and explain Methods to Preserve a Digital Evidence.
(S(ewed ¥ (At AUl HIZefl Ueg ) Uil el AHdl.
OR
Write short note on Locard’s principle of exchange in Digital Forensics.
(Slyed S13(usuu i dls1Sell (CleiHUsll (Regid U 5eilt quil.
Discuss in brief about Email Forensics and Mobile Forensics.
gid S13[1sU W Mo 15 S5 (A sl uuUl 53,
Write down and explain evidence Role of devices as in Digital Forensics

Investigations
(Slesed s1R (=4S dulMHi GUsAAN-] f[HsIetl YRl QU] 1ol HH2d).
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