Enrollment No./Seat No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA IN ENGINEERING - SEMESTER - VI EXAMINATION - SUMMER 2026

Subject Code: 4360705 Date: 20-05-2026
Subject Name: Network Forensics

Time: 10:30 AM TO 01:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) Explain types of network. 03
(1) deaSetl usiA Aaendl. 03
(b) Describe any two Network Threats with example. 04
(1) Siguwl A sleas derie) Gelgl 2118 giol . 0¥
(¢©) Explain TCP/IP model. 07
(8) TCP/IPaNBE 2aemA. 09
OR
(¢)  Explain the OSI model. 07
(8) osINBd Aeemq. 0V
Q.2 (a) Define Network Forensics and list its advantages. 03
(1) qleus sRfc21s21 UvAIRIA 52 240l dail SRIEIRAGN 21E] Glotid). 03
(b) Describe any one type of network forensics investigations. 04
() iy As usRrel deus siR(621s god2EA2Uat UBYUI of defot 5. 0¥
(©) Demonstrate any three social engineering attack. 07
(8) sigyerser2M2Nd AoDoflalal 2i2s2q (Gieat 5. 09
OR
(@) List Applications of network forensics. 03
(1) qzu§ sha(GRusu01 BN 21€] Glotil. 03
(b) Describe process of network forensics. 04
(c1) sleas sRcusell UlBaIg yLlat 52, 0¥
(©) Demonstrate eavesdropping, DNS Spoofing and Routing Table Page Poisoning. 07
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(s)

gaalUlal, DNS 2y[521 20l 216221 2e1d U Ulehx(aidlel] dd exifdl.

Q.3 (a) Explain Steps for handling evidence.

Q.4

Q.5

(1)
(b)

AdlscA BoS(Ed1 HI2all U2di AH].

Explain any two methods of Data acquisition.

(61) 321 2isc1%)=10t ofl SIURI A UGADA 2.

(©)

Ilustrate Data Preservation Techniques.

(8) 3e1 MxdRic 2sloisA AHwA).

(a)
(1)
(b)
(c1)
(©
(s)
(a)
(1)
(b)
(c1)
(©

(s)

(a)
(1)
(b)
(c1)
(©)

(s)

(a)
(1)
(b)

OR
List sources of evidence.
YRidlail 201dlafl 1€] clotid.
Explain any two Packet Capturing Tool.
siguel o Use SwuRal gd Axodl,
[lustrate Network Traffic Analysis Methods.
a2d5 2Ifss A=Ayl gl Axdl,
List security challenges in wireless networks.
4IRIRAY aledSHi Hr2il ussRloll A€ clotidl.
Differentiate WEP and WPA.
WEP 16l WPA d3Rail dsldd 2414,

Demonstrate given Attacks on Wireless networks: Man-in-the-middle (MITM),
Brute-Force, Evil Twin.

YIARAR al2USRA Uil 2428 of [01€RI0l S2A: Hol-gfol-ti-[ASE (MITM), ¢e-512],
A[Qd edlal .

OR
Write a short note on WPA-2.
WPA-2 UR ¢sl ofits @il
Describe the security challenges in wireless networks.
YIRIRAY oledSHI HReil UssRlg] dlal SR

Demonstrate Attacks on Wireless networks: Rouge access points, Phishing, Denial-
of-service

4RIRAYA cl2ds Urell gHAIRA g [G1€2lel S2A: Rogue ASAA Ulgoe, (SR121, Slatigd
A5 4dTH.

Explain Wireless Eavesdropping.
d14RAA A2 A4,

Explain Role of Artificial intelligence in Intrusion Detection.
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(1)
(c)
(s)
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(1)
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(s)

Artificial intelligence ofl 0i(SI go2ps0t SIesRUat Al22H Hi A,
Explain the components and challenges of IoT forensics.

ToT SiRfcASAHall Slaulalee 24al USSIA AHd).
OR

Explain IEEE 802.11 in brief.
IEEE 802.11 ol i(@Hai 211919,
Write Short note on: Digital Personal Data Protection Act,2023

(Sl¥ed udald Sa1 Uieslal ise, 2023 U2 &5l ol duil

List out Legal challenges in network forensics. Explain any three challenges in detail.

a2d5 sikfcAsAHi Slojoll ussRIall A1E] Glaidl. slguel 2Rl UssRlal [AarddiR
AH9d).

*kk
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