Enrollment No./Seat No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA IN ENGINEERING - SEMESTER - V EXAMINATION - SUMMER 2026

Subject Code: 4353204 Date: 21-05-2026
Subject Name: Cyber Security

Time: 02:30 PM TO 05:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) Define cyber security and explain its importance in today's digital world. 03
() 211612 2211 8] B 210l 211xail [S[Rec Yolai dofl Hedl 2. 03
(b) Describe the CIA triad and its significance in designing secure systems. 04

(c1) CIA 2121RAs ] B 2101 (R A2 [3518fol 5201 HI2 dof Hecd §f B d Aowdl.  0F

(¢) Differentiate between symmetric and asymmetric encryption with examples. 07
(8) Symmetric 216l Asymmetric Fai(31R10l 4 dSIGd AHXA 240l BEIBR A, 09
OR
(¢)  Explain substitution and transposition techniques in cryptography with suitable 07

examples.
(8) 3 2121931 ciedid (Substitution) 2Acl 28 Iolict? (Transposition) U1l GElgRI 09
A18 AHd]
Q.2 (a) What is phishing? How can individuals protect themselves from phishing attacks? 03
(1) 3Riol ) B2 cauldcroia AA BRIoI 21258l Uldial 31 Ad @ d 2wufl IS J 03
eI,
(b) Explain the role of authentication and authorization in account security. 04
(@) viidiofl el 2112 2ATA(G232U0t 210l 2eRIYRRIstAN Ci@SI 2Aaid) 0w
(¢) Discuss various types of malicious software and their impact on data security. 07
(8) QARY usRal AR 2M52A2 Hal dotl S2I Yreil U2 ed 4242 [AA UyT 53, 09
OR
(a) Define terms :logical bomb, keylogger, sniffer. 03
(1) A1wsa oo, 1-ATP1R al Roig: ALl calvAl A1), 03
(b) Explain Brut force attack in brief. 04
(c1) gie 121 225 20@Ha1 221ma). 0¥
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() Design a security strategy to protect user accounts from common cyber threats.

(8) 2ainicu 2Am1g0R AU quRiisdl viidIilal ARARAd Avidl #I2 AS 22l
REUall AR S2.

Q.3 (a) List and explain any three common network security threats.
(1) dleas ypetiol Sigfuwl AR A1HIcU Fuiaof) A1€] 2A1U) 2l A4,
(b) Describe the importance of port management in network security.
(c) qea$ el WIE Aaxdoee dacy 2.
(©)  Analyze the role of firewalls and intrusion detection systems in securing networks.

(8) qleas$ el siRAIE 1al goigdsal [S2s2Ucl el iAsI [A=ANd 53
OR

(@) Define : Integrity, Confidentiality, Denial of service, Authentication.

(1) dcé\@é], SI(o53(021A1(A2), [Satiud 4TS 2[4 20l AT (623001 AGENofl v
A4,

(b) Explain SSL and TLS protocols in brief.
(c1) SSL2ial TLS M2ISIcRiq] 2i@nai gulal 53,

(¢)  Evaluate the effectiveness of VPNs in ensuring secure communication over public
networks.

(8) %2 dleasai ArAd 2012 Y[SIRid s2Al 2112 VPN ofl 24128151 3.
Q.4 (a) Define ethical hacking and its significance in cyber security.

(21) ARIsc BIE01 3] B 210l 2A1AcH2 2221131 do] Hecd AW,

(b) Explain the phases involved in ethical hacking.

(o) A@sa BE211 A1) RRE doissIA A4,

(¢©) Discuss the use of Kali Linux tools in vulnerability assessment.

(8) dcolfAlAd) AAuNoe HIZ Kali Linux ge1ell GUA2I 2424914,
OR

(a) Define the terms : Vulnerability, Exploit, 0-Day.

(1) ycoR(AR2), Asrdige 1o K-35 2a2lofl vyl 4.

(b) Explain active and passive information gathering in brief.

(c1) 21132 210 (6185 21fsdl AP d scl0ll UG(AA 2Aaiona).

(¢©) Design a basic ethical hacking plan to test the security of a web application.
(8) Aot AReBRUsloN 211 AsIAUI HIZ A@sE BIE21 Aot Ju1R S

Q.5 (a) What is cyber forensics? How is it used in investigating cyber crimes?

(1) AR SR(02451 g & ial d 51 A A1 sIgHG duRIHi U1l LI & d
AHd).
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(1)
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Explain the steps involved in a digital forensic investigation.
(S(¥ed SIR(02As dURIHI AHIddi AdGSSIA AH¥].

Analyze a case study where cyber forensics played a crucial role in solving a cyber
crime.

SIS 3 228t A14UR AHNA] 3 3] A AIRAGR SIRIGASA 1Y sISH GEAUIAHI
Hecayel ofAs! cixdl.

OR
Define terms : Cyber bullying, Cyber stalking, Cyber defamation.
AIGOR o C21, AIoRR 221(531 Hal A1g0R Geat ] IGElof] Uu1 241U
Explain Challenges & Prevention of Cyber Crime.
A1oR s1gfofl Yaild] Hal dofl 12s1da 243 A9,

Propose a methodology for conducting a cyber forensic investigation in an
organization.

SIS 20291 HI2 AIUGR SR(0AS dUIR sdIofl Ugld 2% 2.
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