Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 5 - EXAMINATION — Summer-2026

Subject Code: 3350704

Subject Name: Computer And Network Security

Time: 02:30 PM TO 05:00 PM

Instructions:
Attempt all questions.
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Make Suitable assumptions wherever necessary.
Figures to the right indicate full marks.

Use of simple calculators and non-programmable scientific calculators are permitted.
English version is authentic.

Answer any seven out of ten. e2Hiell S16UQL Aldell Fdlod AU,

Define: 1. Threat and 2. Attack
e [uf| W [U: 1. Threat 24sl 2. Attack

Give the full form of: MALWARE, DDOS
Yl «1H N MALWARE, DDOS

Draw SSL architecture.
SSL u1S[2sUR €3

Define transposition technique.
Transposition 25915 ol cUluALBd 5.

Give the full form of: SSL, SET.
Yl el1H A 4): SSL, SET.

Explain trojan horse in brief.
Trojan horse ol ¢SHi YH1d,

Give the full form of: TGS, KDC
Yl o4 A4 TGS, KDC

Identify at least two differences between HIDS and NIDS.
HIDS ol NIDS d) 3191 a41e91 &) d§lad Al

Define cryptanalysis. List various cryptanalysis techniques.

Cryptanalysis ol C1L1UA18d 52 Ao defl el el 25eilse{l ALl oisildl.

Differentiate between internet and intranet.
Internet sl intranet o\ %el dlRdl.

Define passive attack. Explain traffic analysis attack.

Uld 22 ol crual AU 215l Weldl Y 1es Auondl.
OR

Define active attack. Explain modification of message.

A 52ld Wes ofl vl Ul HISLEIERUet 2115 HA% AHC).

Explain logical components of IDS.
IDS <il A1) 54 slullaeay Y1,

OR
Write a short note on TLS.
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TLS UR gseild qudl.

Write a short note on security basics CIA.
Security basics CIA U &Selld qul.

OR
Write a short note on piggy backing.
Piggy backing UR &seiltl @udl,

Explain security services in brief.
Security services 1 25H1 qHdl.

OR
Explain SQL injection.
SQL injection 41,

Draw and explain symmetric encryption model.
Symmetric encryption 1159 £13] duendl.

OR
Explain circuit level firewall in brief.
Circuit level firewall & &sH1 4Hod).

Write a short note on IPSec.
IPSec UR 25eild Ul

OR
Write a short note on MITM attack.

MITM 225 UR &5ellt €ud),
Define biometrics. Explain finger prints in brief.
WA Z) sl calul 4 [U). Finger prints ol ¢SHi Al

OR
Write a short note on DOS attack.
DOS AW2s UR &5ellt dud),
Explain bridge trust model.
Bridge trust model 1Hos1dll.
OR

Explain rail fence cipher with example.
Rail fence cipher G&l&L 419 YH1d).

Differentiate between intruders and insiders.
Intruders <\ insiders ol %&l cll2dl.

OR
Write a short note on digital signature.
Digital signature U2 251l qudl.

Explain steps in attacks.
WS HIell udLeflul yHental,

OR
Define password. Explain password selection strategies.

UIHAS ofl calul UL, ULHAS U Scl Lol csal yHd).

Explain SHA-1 with block diagram.
GqlS SIAIAM U8 SHA-T YHesd).
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Solve using play fair cypher.

Key is: keyword

Plaintext: why don’t you?

Play fair cypher <1l GU12l 531 G54l

sl: keyword

Woloee: why don’t you?

Write a short note on iris scan with advantages and disadvantages.

ULB YU el UR 25011t QU el dell slUel wa ASIUEL U

Identify at least three differences between virus and warms.
Virus 24el warms ) AL91H1 #1691 AL dslad Gull.

Write a short note on DMZ.
DMZ U &5elltl @ud),
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